
   

Tel.: +1 514-954-8219 ext. 6009  

 
Ref.: AS 8/2.1-21/48 Confidential 20 July 2021 
 
 

Subject: Proposal for Amendment 18 to Annex 17 

 

Action required: Comments to reach Montréal 

by 20 October 2021 
 
 
 

Sir/Madam, 
 

1. I have the honour to inform you that the Council, at the eleventh meeting of its 223rd Session on 

25 June 2021, considered proposals for Amendment 18 to Annex 17 — Security. These proposals arise from the 

review of Annex 17 by the Thirty-second Meeting of the Aviation Security Panel, which was held virtually from 31 

May to 4 June 2021. Copies of the Proposed Amendment, Rationale and Response form are available as 

attachments to the electronic version of this State letter on the ICAO-NET (http://portal.icao.int). 

 

2. Proposed Amendment 18 to Annex 17 will be presented to the Council for adoption during 

its 225th Session (21 February - 18 March 2022), and is envisaged to become applicable in November 2022. It 

includes, among others, new and/or revised provisions on: a new Recommended Practice on security culture; a 

new Standard on aircraft operator security programmes; a new Standard on methods to detect explosives in hold 

baggage; and a new Standard outlining essential elements of a national civil aviation security quality control 

programme. 

 

3. The Council requested the transmission of these proposals to Member States for comment, including 

any information you would like to provide on the foreseen impact of introducing such measures in your State.  

 

4. Any comments you wish to provide on the proposed amendment should reach the International Civil 

Aviation Organization (ICAO) not later than 20 October 2021. Comments received after that date may not be 

considered by the Council. In order to facilitate proper classification of your response, a form has been included 

in Attachment C, which may be completed and returned together with your comments. 

 

 Accept, Sir/Madam, the assurances of my highest consideration. 
 

 

 

 Fang Liu 

 Secretary General 

Enclosures: 

 A — Proposed Amendment 18 to Annex 17 

 B — Rationale for proposed Amendment 18 to Annex 17 

 C — Response form 
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ATTACHMENT A to State letter AS 8/2.1-21/48 

 

 

PROPOSED AMENDMENT TO  

INTERNATIONAL STANDARDS  

AND RECOMMENDED PRACTICES  

 

SECURITY 

 

ANNEX 17 

 

TO THE CONVENTION ON INTERNATIONAL CIVIL AVIATION 

 

 

 

NOTES ON THE PRESENTATION OF THE PROPOSED AMENDMENT 

 

The text of the amendment is arranged to show deleted text with a line through it and new text highlighted 

with grey shading, as shown below:  

 

 

 1. Text to be deleted is shown with a line through it. text to be deleted 

 

 2. New text to be inserted is highlighted with grey shading. new text to be inserted 

 

 3. Text to be deleted is shown with a line through it followed by existing text to be replaced 

  the replacement text which is highlighted with grey shading. by new text 
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PROPOSED AMENDMENT 18 TO ANNEX 17 — SECURITY 

 

 

 

TITLE OF THE ANNEX 

 

Annex 17 – Aviation Security – Safeguarding International Civil Aviation against Acts of Unlawful 

Interference 

 

CHAPTER 1. DEFINITIONS 

… 

 

Aviation security. Safeguarding civil aviation against acts of unlawful interference. This objective is 

achieved by a combination of measures and human and material resources.  

 

… 

 

Security culture. A set of security-related norms, values, attitudes and assumptions that are inherent in the 

daily operation of an organization and are reflected by the actions and behaviours of all entities and 

personnel within the organization. 

 

Security inspection. An announced or unannounced examination of the effectiveness of the implementation 

of specific security measures. An examination of the implementation of relevant national civil aviation 

security programme requirements by an airline, airport, or other entity involved in security. 

 

Security restricted area.  Those areas of the airside of an airport which are identified as priority risk areas 

where in addition to access control, other security controls are applied. Such areas will normally include, 

inter alia, all commercial aviation passenger departure areas between the screening checkpoint and the 

aircraft, the ramp, baggage make-up areas, including those where aircraft are being brought into service 

and screened baggage and cargo are present, cargo sheds, mail centres, airside catering and aircraft cleaning 

premises. 

 

… 

 

CHAPTER 2. GENERAL PRINCIPLES 

 

2.2 Applicability 

 

2.2.1 Each Contracting State shall apply the Standards and shall endeavour to apply the Recommended 

Practices contained in Annex 17 to international civil aviation operations. 

 

… 
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2.4 International cooperation 

… 

 

2.4.4 Each Contracting State shall establish and implement procedures to share with other Contracting 

States, in a timely manner, threat information that applies to the aviation security interests of those States, 

to the extent practicable. 

 

… 
 

2.4.6 Recommendation.— Each Contracting State should share, as appropriate, and consistent with its 

sovereignty, at the request of another Contracting State, the results of the audit carried out by ICAO and 

the corrective actions taken by the audited State if requested by another State, as appropriate and consistent 

with its sovereignty.  

 

… 

 

2.4.9 Recommendation.— Each Contracting State should notify ICAO where it has shared information 

under 2.4.6. 

 

… 

 

2.5 Innovation, research and development 

 

… 

 

2.1.5 2.5.4 Recommendation.— Each Contracting State should employ consider the use of advanced 

security equipment, when investing in new equipment, where appropriate, to the extent operationally, 

technically and financially practicable, to achieve civil aviation security objectives. 

 

 

 

CHAPTER 3. ORGANIZATION 

 

3.1 National organization and appropriate authority 

 

… 

 

3.1.5 Each Contracting State shall establish and implement procedures to share, as appropriate, with 

relevant airport operators, aircraft operators, air traffic service providers or other entities concerned, in a 

practical and timely manner, relevant information to assist them to conduct effective security risk 

assessments relating to their operations. 
 

Note 1.— Guidance on safety risk management can be found in the Safety Management Manual (SMM) 

(Doc 9859). 
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Note 2.— Guidance on assessing risk over or near conflict zones can be found in the Risk Assessment 

Manual for Civil Aircraft Operations Over or Near Conflict Zones (Doc 10084).   
 

Note 3.— Refer to Annex 6, Part I, Chapter 4, Standard 4.1.2 and Annex 11, Chapter 2, Standards 2.19.3 

and 2.19.3.1. 

 

… 

 

3.1.10 Each Contracting State shall ensure that the appropriate authority arranges for the supporting 

resources and facilities required by the aviation security services to be are made available at each airport 

serving civil aviation. 

 

… 

 

3.3 Aircraft operators 

 

3.3.1 Each Contracting State, as the State of the Operator, shall ensure that its commercial air transport 

operators providing service from that State have established, implemented and maintained a written aircraft 

operator security programme that meets the requirements of the national civil aviation security programme 

of the that State of the Operator. 

 

3.3.2 Each Contracting State shall require foreign commercial air transport operators providing service to 

and from that State to establish, implement and maintain written supplementary station procedures that 

meet the requirements of the national civil aviation security programme of that State. 

 

… 

 

3.3.4 Recommendation. — Each Contracting State should take into account the ICAO model as a basis 

for operators’ or entities’ security programmes under 3.3.1, 3.3.2 and 3.3.3. 

 

3.3.5 Recommendation.— Each Contracting State should require operators providing service from that 

State and participating in code-sharing or other collaborative arrangements with other operators to notify 

the appropriate authority of the nature of these arrangements, including the identity of the other operators. 

 

 

3.4 Training, qualifications and security culture Quality control and qualifications 

 

3.1.8 3.4.1  Each Contracting State shall require the appropriate authority to ensure the development and 

implementation of a national training programme policy for all personnel of all entities involved with or 

responsible for the implementation of various aspects of the national civil aviation security programme. 

This training programme policy shall be designed to ensure the effectiveness of the national civil aviation 

security programme. 

 

3.4.2 Each Contracting State shall ensure that all aviation security training programmes for personnel with 

responsibilities under the national civil aviation security programme include an assessment of competencies 

to be acquired and maintained for initial and recurrent training. the persons implementing security controls 

possess all competencies required to perform their duties and are appropriately selected and trained 

according to the requirements of the national civil aviation security programme and that appropriate records 
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are maintained up to date. Relevant standards of performance shall be established and initial and periodic 

assessments shall be introduced to maintain those standards. 

 

3.1.9 3.4.3 Each Contracting State shall ensure the development and implementation of training 

programmes and a certification system that ensures that instructors are qualified in the applicable subject 

matters in accordance with the national civil aviation security programme. 

 

3.4.3 3.4.4 Each Contracting State shall ensure that the persons carrying out screening operations are 

certified according to the requirements of the national civil aviation security programme to ensure that 

performance standards are consistently and reliably achieved. 

 

3.4.7a) 3.4.5 Each Contracting State shall ensure that the personnel carrying out security audits, tests and 

inspections are trained to appropriate standards for these tasks in accordance with the national civil aviation 

security programme. 

 

3.1.12 3.4.6 Each Contracting State shall ensure that all personnel of all entities involved with or responsible 

for the implementation of various aspects of the national civil aviation security programme and those 

authorized to have unescorted access to airside areas receive initial and recurrent security awareness 

training. 

 

3.4.7 Recommendation.— Each Contracting State should require entities involved with or responsible for 

the implementation of various aspects of the national civil aviation security programme to promote, develop 

and implement security culture.   

 

 

3.4 3.5 Quality control and qualifications 

 

3.4.4 Each Contracting State shall require the appropriate authority to develop, implement and maintain a 

national civil aviation security quality control programme to determine compliance with and validate the 

effectiveness of its national civil aviation security programme. 
 

3.4.5 Each Contracting State shall ensure that the implementation of security measures is regularly 

subjected to verification of compliance with the national civil aviation security programme. The priorities 

and frequency of monitoring shall be determined on the basis of risk assessment carried out by the relevant 

authorities. 
 

3.4.6 Each Contracting State shall arrange for security audits, tests and inspections to be conducted on a 

regular basis, to verify compliance with the national civil aviation security programme and to provide for 

the rapid and effective rectification of any deficiencies. 
 

3.4.7 Each Contracting State shall ensure that the management, setting of priorities and organization of the 

national civil aviation security quality control programme shall be undertaken independently from the 

entities and persons responsible for the implementation of the measures taken under the national civil 

aviation security programme. Each Contracting State shall also: 

a) ensure that the personnel carrying out security audits, tests and inspections are trained to 

appropriate standards for these tasks in accordance with the national civil aviation security 

programme; 

b) ensure that the personnel carrying out security audits, tests and inspections are afforded the 

necessary authority to obtain information to carry out these tasks and to enforce corrective actions; 
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c) supplement the national civil aviation security quality control programme by establishing a 

confidential reporting system for analysing security information provided by sources such as 

passengers, crew and ground personnel; and 

d) establish a process to record and analyse the results of the national civil aviation security quality 

control programme, to contribute to the effective development and implementation of the national 

civil aviation security programme, including identifying the causes and patterns of non-compliance 

and verifying that corrective actions have been implemented and sustained. 

 

3.5.1 Each Contracting State shall require the appropriate authority to develop, implement and maintain a 

national civil aviation security quality control programme to regularly determine compliance with and 

validate the effectiveness of its national civil aviation security programme. The priorities and frequency of 

oversight activities shall be determined on the basis of risk assessments carried out by the relevant 

authorities, and include security audits, inspections and tests to provide for the rapid and effective 

rectification of any deficiencies. The national civil aviation security quality control programme shall 

include the following elements: 

 

a) independence of those conducting oversight from those applying measures implemented under the 

national civil aviation security programme; 

b) the personnel conducting oversight are trained to appropriate standards;  

c) the personnel conducting oversight have the necessary authority to obtain all relevant information 

to carry out these tasks and to enforce corrective actions; 

d) a confidential reporting system for analyzing security information provided by sources such as 

passengers, crew and ground personnel; and 

e) a process to record and analyze the results of the national civil aviation security quality control 

programme, in order to contribute to the effective development and implementation of the national 

civil aviation security programme, including identifying the causes and patterns of non-compliance 

and verifying that corrective actions have been implemented and sustained. 

 

 

… 

 

CHAPTER 4. PREVENTIVE SECURITY MEASURES 

 

4.1 Objective 

 

… 

 

4.5.6 Recommendation.— 4.1.4 Each Contracting State should shall ensure procedures are established 

procedures to deal with unidentified baggage and suspicious objects in accordance with a security risk 

assessment carried out by the relevant national authorities. 

 

 

4.2 Measures relating to access control 

 

… 

 

4.2.8 Recommendation.— Each Contracting State should ensure that identity documents issued to aircraft 

crew members provide a harmonized and reliable international basis for recognition and validation of 



A-7 

 

 

 

documentation to permit authorized access to airside and security restricted areas by conforming to the 

relevant specifications set forth in Doc 9303, Machine Readable Travel Documents. 

 

… 

 

4.5 Measures relating to hold baggage 

 

… 

 

4.5.2 Each Contracting State shall ensure the use of appropriate screening methods that are capable of 

detecting the presence of explosives and explosive devices in hold baggage. The appropriate standards for 

screening in the context of this chapter 4.5 shall be defined by the appropriate authority. 

  

… 

 

 

CHAPTER 5. MANAGEMENT OF RESPONSE TO ACTS OF UNLAWFUL INTERFERENCE 

 

… 

 

5.3 Exchange of information and reporting 

 

… 

 

3.4.8 5.3.2 Each Contracting State concerned with an act of unlawful interference shall require its 

appropriate authority to re-evaluate security controls and procedures and, in a timely fashion, take action 

necessary to remedy weaknesses so as to prevent recurrence. These actions shall be shared with ICAO. 

 

 

 

 

— — — — — — — — 





ATTACHMENT B to State letter AS 8/2.1-21/48 

 

RATIONALE FOR PROPOSED AMENDMENT 18 TO ANNEX 17 

 

 

Proposed changes (new text is highlighted) Rationale 

  

TITLE OF THE ANNEX 

Annex 17 – Aviation Security – Safeguarding 

International Civil Aviation against Acts of 

Unlawful Interference 

The term “Security” in Annex 17 is too generic. 

Inserting “Aviation” in the title “Aviation 

Security” ensures consistency and uniformity with 

the terminology used in ICAO documentation and 

throughout Annex 17. 

  

Chapter 1. DEFINITIONS 

Aviation security. Safeguarding civil aviation 

against acts of unlawful interference. This 

objective is achieved by a combination of measures 

and human and material resources 

Necessary alignment of the term for consistency 

and uniformity with the terminology used in ICAO 

documentation and throughout Annex 17.  

  

Security culture. A set of security-related norms, 

values, attitudes and assumptions that are inherent 

in the daily operation of an organization and are 

reflected by the actions and behaviours of all 

entities and personnel within the organization. 

New definition in support of new Recommended 

Practice 3.4.7 on security culture. 

  

Security inspection. An announced or 

unannounced examination of the effectiveness of 

the implementation of specific security measures. 

An examination of the implementation of relevant 

national civil aviation security programme 

requirements by an airline, airport, or other entity 

involved in security. 

Amended to highlight the difference between an 

audit and an inspection, which is not clearly 

apparent as both refer to the implementation of the 

national civil aviation security 

programme (NCASP).  

  

Security restricted area.  Those areas of the airside 

of an airport which are identified as priority risk 

areas where in addition to access control, other 

security controls are applied. Such areas will 

normally include, inter alia, all commercial 

aviation passenger departure areas between the 

screening checkpoint and the aircraft, the ramp, 

baggage make-up areas, including those where 

aircraft are being brought into service and screened 

baggage and cargo are present, cargo sheds, mail 

centres, airside catering and aircraft cleaning 

premises. 

Standard 4.2.2 already establishes the requirement 

for a security risk assessment to be conducted in 

order to identify security restricted areas (SRAs). 

Removing the examples from the definition, and 

leaving them as guidance within the ICAO 

Aviation Security Manual (Doc 8973 – Restricted), 

will encourage States to focus on their risk 

assessments when defining their SRAs.  

  

Chapter 2. GENERAL PRINCIPLES 

2.2 Applicability 

2.2.1 Each Contracting State shall apply the 

Standards and shall endeavour to apply the 

Recommended Practices contained in Annex 17 to 

international civil aviation operations. 

The provision only restates the definition of 

Standards and Recommended Practices and is 

redundant.  

  

2.4 International cooperation 

2.4.4 Each Contracting State shall establish and 

implement procedures to share with other 

Proposed amendment will ensure that States will 

share threat information that applies to the aviation 
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Proposed changes (new text is highlighted) Rationale 

Contracting States, in a timely manner, threat 

information that applies to the aviation security 

interests of those States, to the extent practicable. 

security interests of other States as soon as possible 

and to the extent practicable.  

  

2.4.6 Recommendation.— Each Contracting 

State should share, as appropriate, and consistent 

with its sovereignty, at the request of another 

Contracting State, the results of the audit carried 

out by ICAO and the corrective actions taken by 

the audited State if requested by another State, as 

appropriate and consistent with its sovereignty. 

Amended to specify a qualifying criteria i.e. for a 

State requesting information from another State.  

  

2.4.9 Recommendation.— Each Contracting 

State should notify ICAO where it has shared 

information under 2.4.6. 

With the amendments to 2.4.6 above, this is 

considered obsolete and inadequate. 

  

2.5 Innovation, research and development 

2.1.5 2.5.4 Recommendation.— Each 

Contracting State should employ consider the use 

of advanced security equipment, when investing in 

new equipment, where appropriate, to the extent 

operationally, technically and financially 

practicable, to achieve civil aviation security 

objectives. 

Amendments considered useful, especially when 

placed under a more appropriate section, 

Section 2.5 “Innovation, research and 

development”. 

  

Chapter 3. ORGANIZATION 

3.1 National organization and appropriate 

authority 

3.1.5 Each Contracting State shall establish and 

implement procedures to share, as appropriate, 

with relevant airport operators, aircraft operators, 

air traffic service providers or other entities 

concerned, in a practical and timely manner, 

relevant information to assist them to conduct 

effective security risk assessments relating to their 

operations. 
 

Note 1.— Guidance on safety risk management can 

be found in the Safety Management Manual (SMM) 

(Doc 9859). 

 

Note 2.— Guidance on assessing risk over or near 

conflict zones can be found in the Risk Assessment 

Manual for Civil Aircraft Operations Over or Near 

Conflict Zones (Doc 10084).   
 

Note 3.— Refer to Annex 6, Part I, Chapter 4, 

Standard 4.1.2 and Annex 11, Chapter 2, 

Standards 2.19.3 and 2.19.3.1. 

To cross-reference the new safety provisions and 

guidance (Amendment 44 to Annex 6, new 

Standard 4.1.2;  Amendment 52 to Annex 11, 

Standard 2.19.3 and 2.19.3.1; and both Doc 9859 

and 10084). 
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Proposed changes (new text is highlighted) Rationale 

3.1.10 Each Contracting State shall ensure that the 

appropriate authority arranges for the supporting 

resources and facilities required by the aviation 

security services to be are made available at each 

airport serving civil aviation. 

 

To be consistent with other Annex 17 provisions, 

the requirement should be directed to the State (not 

a particular entity within the State), which will 

ensure laws and regulations are enacted to ensure 

internal arrangements are being made. 

  

3.3 Aircraft operators 

3.3.1 Each Contracting State, as the State of the 

Operator, shall ensure that its commercial air 

transport operators providing service from that 

State have established, implemented and 

maintained a written aircraft operator security 

programme that meets the requirements of the 

national civil aviation security programme of the 

that State of the Operator. 

Due to the current ambiguity shared by many 

regulators in many regions and many aircraft 

operators, a rewording of 3.3.1 and introduction of 

a new 3.3.2 will resolve the current ambiguity and 

clarify the policy intent. 

  

3.3.2 Each Contracting State shall require foreign 

commercial air transport operators providing 

service to and from that State to establish, 

implement and maintain written supplementary 

station procedures that meet the requirements of 

the national civil aviation security programme of 

that State. 

See above Standard 3.3.1. 

  

3.3.4 Recommendation. — Each Contracting 

State should take into account the ICAO model as 

a basis for operators’ or entities’ security 

programmes under 3.3.1, 3.3.2 and 3.3.3. 

The proposed deletion should reinforce and clarify 

what is expected in aircraft operator security 

programmes.  

  

3.3.5 Recommendation.— Each Contracting 

State should require operators providing service 

from that State and participating in code-sharing 

or other collaborative arrangements with other 

operators to notify the appropriate authority of the 

nature of these arrangements, including the 

identity of the other operators. 

The provision is considered redundant.  

  

3.4 Training, qualifications and security culture  

Quality control and qualifications 

 

A new Section 3.4 “Training, qualifications and 

security culture” should highlight and reinforce the 

synergies between training, qualifications and 

security awareness. The provisions under this 

section would largely be existing SARPs, except as 

otherwise indicated. 

  

3.1.8 3.4.1  Each Contracting State shall require the 

appropriate authority to ensure the development 

and implementation of a national training 

programme policy for all personnel of all entities 

involved with or responsible for the 

The new wording will reinforce the effectiveness 

of all existing training, as well as their impact on 

the quality and professionalization of all personnel 

involved in the implementation.  
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Proposed changes (new text is highlighted) Rationale 

implementation of various aspects of the national 

civil aviation security programme. This training 

programme policy shall be designed to ensure the 

effectiveness of the national civil aviation security 

programme. 

  

3.4.2 Each Contracting State shall ensure that all 

aviation security training programmes for 

personnel with responsibilities under the national 

civil aviation security programme include an 

assessment of competencies to be acquired and 

maintained for initial and recurrent training. the 

persons implementing security controls possess all 

competencies required to perform their duties and 

are appropriately selected and trained according to 

the requirements of the national civil aviation 

security programme and that appropriate records 

are maintained up to date. Relevant standards of 

performance shall be established and initial and 

periodic assessments shall be introduced to 

maintain those standards. 

The intent is to clarify that training programmes 

should contain a requirement for initial and 

recurrent assessment of competencies.  
 

  

3.1.9 3.4.3 Each Contracting State shall ensure the 

development and implementation of training 

programmes and a certification system that ensures 

that instructors are qualified in the applicable 

subject matters in accordance with the national 

civil aviation security programme. 

Originally introduced in 2011 (Amendment 12) 

and thereafter amended several times, the wording 

of this Standard gives rise to some confusion, as it 

appears to be merging the concepts of training 

programmes and instructor certification. A minor 

rewording of Standard 3.1.9 (to be renumbered as 

3.4.3) will remove this ambiguity and bring the 

focus back to the certification of instructors. 

  

3.4.3 3.4.4 Each Contracting State shall ensure that 

the persons carrying out screening operations are 

certified according to the requirements of the 

national civil aviation security programme to 

ensure that performance standards are consistently 

and reliably achieved. 

Consequential renumbering. 

 

  

3.4.7a) 3.4.5 Each Contracting State shall ensure 

that the personnel carrying out security audits, tests 

and inspections are trained to appropriate standards 

for these tasks in accordance with the national civil 

aviation security programme. 

Formerly an element of Standard 3.4.7 a), all 

provisions concerning training and qualifications 

are centralized under new Section 3.4.  

  

3.1.12 3.4.6 Each Contracting State shall ensure 

that all personnel of all entities involved with or 

responsible for the implementation of various 

aspects of the national civil aviation security 

programme and those authorized to have 

Moved under new Section 3.4 “Training, 

qualifications and security culture” with minor 

amendment for consistency with the new wording 

in (old) Standard 3.1.8 (new Standard 3.4.1). 
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Proposed changes (new text is highlighted) Rationale 

unescorted access to airside areas receive initial 

and recurrent security awareness training. 

  

3.4.7 Recommendation.— Each Contracting 

State should require entities involved with or 

responsible for the implementation of various 

aspects of the national civil aviation security 

programme to promote, develop and implement 

security culture. 

New Recommended Practice that will recommend 

organizations implement an internal security 

culture policy. These should include elements of 

the security culture policy as follows:  

a) reporting, incident response systems and 

measures of their effectiveness;  

b) initial and recurrent security awareness 

training;  

c) promotion of security culture by 

leadership;  

d) security awareness practical campaigns;  

e) vigilance and understanding the threat; and 

f) information security. 

  

3.4 3.5 Quality control and qualifications The section is renamed and renumbered as a 

consequence to the new title of Section 3.4 

“Training, qualifications and security culture”. 

  

3.4.4 Each Contracting State shall require the 

appropriate authority to develop, implement and 

maintain a national civil aviation security quality 

control programme to determine compliance with 

and validate the effectiveness of its national civil 

aviation security programme. 
 

3.4.5 Each Contracting State shall ensure that the 

implementation of security measures is regularly 

subjected to verification of compliance with the 

national civil aviation security programme. The 

priorities and frequency of monitoring shall be 

determined on the basis of risk assessment carried 

out by the relevant authorities. 
 

3.4.6 Each Contracting State shall arrange for 

security audits, tests and inspections to be 

conducted on a regular basis, to verify compliance 

with the national civil aviation security programme 

and to provide for the rapid and effective 

rectification of any deficiencies. 
 

3.4.7 Each Contracting State shall ensure that the 

management, setting of priorities and organization 

of the national civil aviation security quality 

control programme shall be undertaken 

independently from the entities and persons 

responsible for the implementation of the measures 

The four Standards qualify what should be 

included in the national civil aviation security 

quality control programme (NCASQCP), and also 

overlap each other. Breaking down the content of 

the NCASQCP into separate Standards is 

complicated and confusing for States. It would be 

more useful to have one clear Standard on the 

subject, supported by a proper specification of the 

minimum content of a NCASQCP. 
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Proposed changes (new text is highlighted) Rationale 

taken under the national civil aviation security 

programme. Each Contracting State shall also: 

a) ensure that the personnel carrying out 

security audits, tests and inspections are 

trained to appropriate standards for these 

tasks in accordance with the national civil 

aviation security programme; 

b) ensure that the personnel carrying out 

security audits, tests and inspections are 

afforded the necessary authority to obtain 

information to carry out these tasks and to 

enforce corrective actions; 

c) supplement the national civil aviation 

security quality control programme by 

establishing a confidential reporting 

system for analysing security information 

provided by sources such as passengers, 

crew and ground personnel; and 

d) establish a process to record and analyse 

the results of the national civil aviation 

security quality control programme, to 

contribute to the effective development 

and implementation of the national civil 

aviation security programme, including 

identifying the causes and patterns of non-

compliance and verifying that corrective 

actions have been implemented and 

sustained. 

 

3.5.1 Each Contracting State shall require the 

appropriate authority to develop, implement and 

maintain a national civil aviation security quality 

control programme to regularly determine 

compliance with and validate the effectiveness of 

its national civil aviation security programme. The 

priorities and frequency of oversight activities 

shall be determined on the basis of risk 

assessments carried out by the relevant authorities, 

and include security audits, inspections and tests to 

provide for the rapid and effective rectification of 

any deficiencies. The national civil aviation 

security quality control programme shall include 

the following elements: 

 

a) independence of those conducting 

oversight from those applying measures 

implemented under the national civil 

aviation security programme; 
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b) the personnel conducting oversight are 

trained to appropriate standards;  

c) the personnel conducting oversight have 

the necessary authority to obtain all 

relevant information to carry out these 

tasks and to enforce corrective actions; 

d) a confidential reporting system for 

analyzing security information provided 

by sources such as passengers, crew and 

ground personnel; and 

e) a process to record and analyze the results 

of the national civil aviation security 

quality control programme, in order to 

contribute to the effective development 

and implementation of the national civil 

aviation security programme, including 

identifying the causes and patterns of non-

compliance and verifying that corrective 

actions have been implemented and 

sustained. 

  

Chapter 4. PREVENTIVE SECURITY 

MEASURES 

4.1 Objective 

4.5.6 Recommendation.— 4.1.4 Each Contracting 

State should shall ensure procedures are 

established procedures to deal with unidentified 

baggage and suspicious objects in accordance with 

a security risk assessment carried out by the 

relevant national authorities. 

Reformulation of the wording of the 

Recommended Practice to be upgraded into a 

Standard and grouped under a different section (the 

beginning of Chapter 4). Proposed wording 

ensures that measures should not be restricted to 

unidentified “baggage” but also “suspicious 

items”. 

  

4.2 Measures relating to access control 

4.2.8 Recommendation.— Each Contracting 

State should ensure that identity documents issued 

to aircraft crew members provide a harmonized 

and reliable international basis for recognition 

and validation of documentation to permit 

authorized access to airside and security restricted 

areas by conforming to the relevant specifications 

set forth in Doc 9303, Machine Readable Travel 

Documents. 

Proposal to delete 4.2.8, as crew members' identity 

documents are already covered in Annex 9 

(Facilitation), and the recognition of such identity 

documents for access in the airside and security 

restricted areas is covered by the other Standards 

contained in Section 4.2. 
 

 

  

4.5 Measures relating to hold baggage 

4.5.2 Each Contracting State shall ensure the use of 

appropriate screening methods that are capable of 

detecting the presence of explosives and explosive 

devices in hold baggage. The appropriate standards 

for screening in the context of this chapter 4.5 shall 

be defined by the appropriate authority. 

Introduction of a new provision to follow the logic 

of Standards 4.4.2 and 4.2.6 with the need to 

deploy appropriate explosives and IED detection 

systems. However, for hold baggage, explosive 

detection screening should be performed at 100% 

(not as for 4.4.2 and 4.2.6). What “appropriate 

standard” for hold baggage screening means is for 

appropriate authorities to state such standards.  
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Chapter 5. MANAGEMENT OF RESPONSE 

TO ACTS OF UNLAWFUL INTERFERENCE 

5.3 Exchange of information and reporting 

3.4.8 5.3.2 Each Contracting State concerned with 

an act of unlawful interference shall require its 

appropriate authority to re-evaluate security 

controls and procedures and, in a timely fashion, 

take action necessary to remedy weaknesses so as 

to prevent recurrence. These actions shall be shared 

with ICAO. 

Although this Standard refers to actions to remedy 

weaknesses, it is directly linked to actions that 

should occur in response to an actual act of 

unlawful interference. As such, it is more 

appropriate to include it under Chapter 5 

“Management of response to acts of unlawful 

interference”. Reference to notifying ICAO of 

actions is removed as it is already covered by 

Standard 5.3.1. 

 

 

— — — — — — — — 



ATTACHMENT C to State letter AS 8/2.1-21/48 

 

 

RESPONSE FORM 

TO BE COMPLETED AND RETURNED TO ICAO 

TOGETHER WITH ANY COMMENTS YOU MAY HAVE 

ON THE PROPOSED AMENDMENTS 

 

 

 

To: The Secretary General 

 International Civil Aviation Organization 

 999 Robert-Bourassa Boulevard 

 Montréal, Quebec 

 Canada, H3C 5H7 

 

 

State: ________________________________________ 

 

 

Please make a checkmark (√) against one option for each amendment. If you choose the option “agreement 

with comments” or “disagreement with comments”, please provide your comments on separate sheets. 

 

 Agreement 

without 

comments 

Agreement 

with 

comments* 

Disagreement 

without 

comments 

Disagreement 

with 

comments 

No 

position 

Amendment 18 to Annex 17 

(Attachment A refers) 

 

     

Note: 

The subsequent work of the Council would be greatly facilitated by specific statements on the acceptability 

or otherwise of the proposals. You are invited to note that for the review of your comments by the Council, 

replies are normally classified as “agreement with or without comments”, “disagreement with or without 

comments”, or “no indication of position”, as indicated on this response form. If the expressions “no 

objections” or “no comments” are used, they will be taken to mean “agreement without comment” and 

“no indication of position”, respectively. 

 

* “Agreement with comments” indicates that your State or organization agrees with the intent and overall 

thrust of the amendment proposal; the comments themselves may include, as necessary, your reservations 

concerning certain parts of the proposal and/or offer an alternative proposal in this regard. 

 

 

 

Signature: _____________________ Date _____________________ 
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		2021-07-20T12:47:19-0400
	International Civil Aviation Organization




